Wisconsin Rural Water Association
Water Utility
Emergency Preparedness Facility Assessment Form

Facility Location

OVERALL PROPERTY SECURITY

Assess the security of the property on which the component of the facility is located, taking into account such factors as
where the component islocated and how difficult it would be for someone to gain entry to, or conduct activities on the
property without being noticed.

Property Security Assessment Yes No
L ocation
ViSiDIEfrOM r0a0. .. ... . e
Visible from neighboring Properties.........c.ve s ver i e e e e e e e
Employees present during day..........ooeeuee e i e e e e e e e
People present dUring ay.........cu..ee i i e et e e e e e e e
Employees present after NOUIS..........oooiinii i,
People present after NOUFS. ........ oo e e
Nearby security (dogs, private Security guUards).............oeenieeiieviiie e e
Periodic patrol by law enforcement. ... ...
Facility neighbors informed of Security iSSUES..........ocoviiiiie i,
Facility neighbors provided with contact information..................c.ocoiii e,
Fencing
1T o
S o1 Y2 =0T
Locked when personnel not present during working hours..............cooevveviieeievennn,
Locked during Non-Working NOUIS.............ce e e e e e e e ee e
Signage
No trespassing or restricted entry SignSPOStEd. .. ... ceuveieiiieie et

FACILITY SECURITY
Assess the security of this facility, taking into account how difficult it would be for someone to gain entry to the facility
itself and if entry or attempted entry would be detected.

Facility Security Assessment Yes No

Entry
Entry areas ViSIDIe. .. ... e
Areafree of objectsthat could beused for entry..........coooiii i
SECUNTEY OOTS. .. e e ettt e et et e e e et e e e et e et e aea e e e e e e
Security door I0CKS/OCK QUAITS. .. . ... ieee et e e e e e e e e e
Doorslocked at all tIMES. .. .....oiue e e e e e
Entry keys available only t0 emplOyEeS. ......c..i i
Deliveriesto facility monitored............ccoveiiiii e e
SECUME WITTOWS. . e ettt et e e et et e e et et e e et et e e ren e e e e e
Windows closed & locked at all timMES........covvii i e
NO other POiNtS Of ENtrY PrESENT. .. ... v et e e e e e e e e e e een e
Other points Of ENtrY SECUIEH. ... . cuuieeeie e e e e e e e e e e e e e ean e
No trespassing/restricted entry SIgNS POSted. .. ....cv e viie e e



Facility Security Assessment (cont.) Yes

No

Alarm System
= T L = PP

Alarm to ULty PErSONNEL......c.. e e e e e e e e e e e e e e

Alarm to emergency reSponSe PESONNEL ... ... ..v it e e e e e e e e
Backup Power Supply

LT 1 = o P

Controls and Communication
Back-up/Alternate Control SYSteM... . ..ot e e e
Alternate SCADA Communication ProCedUIe. .. ........o.oeiueiiniie i
Back up plan for manual system operation in event of loss of all auto controls.............
Treatment
FUIL timMe ChlOMTNELION. . ... e e e e e e e e e
Emergency ChlOriNation. .. .........uoeiii e e e e e e e e e e e
Emergency chlorine supply onhand.............ocoii i
Chlorination equipment capable of emergency chlorination...................ccoiiiiiii.
Employees trained in emergency chlorination......... ...
Other treatment- TyYPe e

Comments

Date Inspected By
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